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Artificial Intelligence is 
now embedded across 
digital infrastructure. It 

powers fraud detection, au-
tomates network monitoring, 
optimises logistics and even 
writes code. As organisations 
depend more heavily on AI to 
run critical systems, cyber 
threat is evolving with equal 
speed. With both attackers 
and defenders using machine 
intelligence, the contest has 
become faster, more autono-
mous and far more adaptive.

STRUCTURAL SHIFT  
For decades, cyber-attacks fol-
lowed a recognisable pattern 
and security teams built lay-
ered defences designed to 
detect known signatures and 
contain breaches after they 
occurred. AI has disrupted this 
equilibrium. Neehar Pathare, 
MD, CEO and CIO, 63SATS 
Cybertech explains how 

AI-enabled cyberattacks has 
fundamentally changed the 
threat landscape for enter-
prises by accelerating speed, 
amplifying scale, and increas-
ing sophistication across the 
attack lifecycle. 

“Unlike traditional attacks 
that relied on manual recon-
naissance and sequential ex-
ecution, AI-driven threats 
automate discovery, exploita-
tion, and execution, allowing 
attackers to operate continu-
ously and at scale. AI-pow-
ered tools can rapidly scan 
vast enterprise environments, 
map infrastructure, identify 
vulnerabilities, and launch 
thousands of highly targeted 
attacks with minimal human 
intervention. What makes 
these attacks more danger-
ous is their adaptability.”  

Pathare points out that 
AI-driven malware can modify 
its behaviour in real time to 
evade detection, learn from 
defensive responses, and per-
sist within environments far 
longer than static malware.  He 
further says, “At the same time, 
AI has introduced deep-
fake-enabled fraud: enabling 
highly convincing imperson-

ation attacks such as CEO fraud 
and Business Email Compro-
mise. For enterprises, this 
means security models must 
evolve from reactive controls 
to intelligence-driven, proac-
tive adaptive defenses that can 
match the speed and autono-
my of AI-powered threats.”

HIDDEN RISKS 
This shift is particularly signif-
icant in a country like India, 
which operates some of the 
world’s most sophisticated 
digital platforms in banking, 
payments, and public infra-
structure. AI is increasingly 
embedded within these sys-
tems —optimising everything 
from fraud detection to citi-
zen service delivery. Yet, be-
neath this progress lie risks 
that may not be immediately 
visible. A compromised mod-
el or dataset does not merely 
affect one endpoint; it con-
taminates decision-making 
across platforms.

Recognising the scale of 
these emerging threats, insti-
tutions are also strengthening 
research-led responses. The IIT 
Madras cybersecurity centre, 
CyStar, aims to develop a com-
prehensive, multi-faceted strat-
egy to address emerging cyber-
security challenges driven by 
AI and the post-quantum era. 
Pathare notes that large enter-
prises, government organisa-
tions and PSUs are increasing-
ly implementing unverified 
third-party LLM models, librar-
ies, and datasets including 
older components, that 
may contain latent 
vulnerabilities or 
m a l i c i o u s 
backdoors, 
r ema in ing 
undetected 
until exploited 
at scale. “Big-
gest cases are 
of data poison-
ing, where subtle 
manipulation of training 
data can distort outcomes in 
areas like fraud detection or 
credit scoring, with catastroph-
ic consequences,” he adds. 

REACTIVE SECURITY 
TO CONTINUOUS 
INTELLIGENCE
In an AI-driven world, cyber-
security is shifting from epi-
sodic responses to continu-
ous, predictive and self-learn-
ing systems. Daisy Chittilapilly, 
president, Cisco India and 
south Asia, points out that as 
cyber threats adapt in real 
time, security needs to evolve 

just as quickly. “When it comes 
to cybersecurity, the advan-
tage has always been with the 
attackers—they only have to 
be right once, while defenders 
must be right every time,” she 
says. Chittilapilly adds that or-
ganisations need AI-driven 
threat detection, real-time 
threat intelligence and be-
havioural analytics to identify 
emerging risks. These must be 
integrated with automation of 
responses, proactive vulnera-
bility management and con-
tinuous monitoring— working 
together to uncover anoma-
lies and prevent attacks before 
they happen.

"Integrating AI with secu-
rity infor-
mation 
and event

management (SIEM) systems 
will allow security profession-
als to automatically analyse 
security alerts to identify gen-
uine threats and filter out 
false positives. With a strate-
gic and responsible approach 
to AI, we can shift the balance 
towards the defenders, creat-
ing a more secure digital fu-
ture,” she says. 

As Daisy Chittilapilly notes, 
“India's digital economy is 
experiencing extraordinary 
growth, especially through 

investments in AI, se-
curity infrastructure 

and research and 
academic collab-

orations that 
promote digital 
trust. By inte-
grating AI into 
secure-by-de-
sign architec-
tures and estab-

l ish ing f rame-
works for responsible AI 
governance, India can play a 
major role in not only building 
resilient, but scalable cyber-
security solutions that address 
emerging threats worldwide, 
shaping the next generation 
of AI-driven security.”
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In a world where artificial intelli-
gence is still viewed as the pre-
serve of tech giants and wealthy 

nations, India is forging a radically 
inclusive path. Prime Minister Nar-
endra Modi’s vision to democratise 
technology has won global ap-
plause, most recently at the 2025 
Paris AI Action Summit. The coun-
try’s strategy is simple yet ambi-
tious: ensure AI reaches every in-
dustry, village, citizen.

Rajesh Dhuddu, partner and 
emerging tech leader at PwC, is 
optimistic: “Indigenous interfaces 
through means like Bhashini can 
make AI apps accessible to the en-
tire population. If UPI can succeed 
without foreign technology and 
ONDC can thrive with zero depen-
dencies on imported protocols, I 
don’t have a doubt on prospect of 
AI flourishing with only Indian 
components. We need India-scale 
training and we have done this 
before during the fintech revolu-
tion where we witnessed corpo-
rates and NGOs work with the 
government with specialised ef-
forts like ‘Each one teach one’ for 

usage of payment apps, there is no 
reason why this cannot be done 
with AI.”

Ramesh Loganathan, dean of Re-
search Outreach at IIIT Hyderabad—
one of India’s earliest AI research 
centres—stresses the urgency: “With 
Indian datasets and models, we can 
find solutions to our unique prob-
lems.” He tells his students, “The 
same Indian mind is building the 
world’s greatest AI platforms in oth-
er nations, why not here?” As per 
Stanford University's Global AI Vi-
brancy Tool, India ranks amongst 
the top three countries globally for 
AI talent concentration.

INDIGENOUS COMPUTE
At the core of the transformation lies 
the IndiaAI Mission, launched in 
March 2024 with `10,300 crore 
(US$1.2 billion). This seven-pillar 
initiative is democratising comput-
ing power through public-private 
partnerships. A massive GPU 
cluster is now accessible via 
the AI Marketplace for AI-as-a-
Service (AIaaS), slashing costs 
for startups and researchers who 
once depended on 
expensive foreign in-
frastructure and is 
made available to In-
dian entrepreneurs, 
innovators, and citizens.

BUILDING ON INDIA’S 
TECH FOUNDATION
L Venkata Subramaniam, quan-
tum India leader at IBM, points 
to the country’s ready-made dig-
ital backbone: “India’s digitally 
connected population, with over 
700 million smartphone users, is 
already a good base. For instance, 
it can enable population screen-
ing via AI, remote consultation to 
every citizen. With more than 10 
bi l l ion UPI transact ions per 
month, AI-based alternative cred-
it scoring could unlock access to 
formal finance for millions of 
small businesses, expanding fi-
nancial inclusion.”

Agriculture, which employs 
more than 40 per cent of the 
workforce, is already seeing gains. 
Apps like the ICRISAT AI Sowing 
App, KissanAI, FAsal, DeHaat, and 
Plantix have lifted yields by 10–30 
per cent with real-time advice on 
sowing, pests and soil health. 
Farmers in Maharashtra, Andhra 
Pradesh, Telangana and Karnataka 
identify at-risk crops and cut 
post-harvest losses that cost the 
economy billions each year. Adap-
tive learning platforms are also 
personalising education for one 
of the world’s largest student pop-
ulations.

The services sector, which con-
tributes to 55 per cent of GDP, 
stands to gain even more. AI wo-
ven into Aadhaar and UPI is 
streamlining governance in areas 
where one did not imagine AI 

would help. In Surat, for instance, 
AI-driven surveillance has reduced 
crime by 27 per cent. Chatbots in 
Indian languages now handle 
grievances, ensuring citizens ben-
efit from the technology.

DEMOCRATISING 
DATA AND TALENT
Indigenous data is at the heart of 
this revolution. The AI Kosh plat-
form is curating high-quality, 
non-personal datasets. The Nation-
al AI Marketplace uses blockchain 
to share them safely. Open-source 
initiatives—such as hosting Llama 

models on the AIRAWAT su-
percomputer—are giving 
everyone access via simple 
APIs. “Bhashini’s support 

for 22 Indian languages re-
moves language barriers and 

counters the biases of global 
models,” avers Dhuddu.

OVERCOMING CHALLENGES
Yet hurdles remain. Only one per 
cent of India’s vast data is currently 
analysed. India is countering them 
by its Centres of Research Excellence 
and International Centres of Trans-
formational AI, each backed by up 
to `500 crore. The Digital Personal 
Data Protection Act, 2023, and ad-
visories on deepfakes and cyberse-
curity have begun providing the 
ethical guardrails.

India is not merely catching up 
to this technology. It is redefining 
how AI should serve humanity—by 
design, for everyone.

Bold leap: India bets 
big on ‘AI for all’

KEY POINTERS

 Investment: Rs 10,300 crore 
for IndiaAI Mission.

 Economic Impact: AI could 
add US$ 1.7 trillion to India’s 
economy by 2035.

 Talent: India ranks among top 
three countries in AI skills; second-
largest contributor to GitHub AI 
projects.

 IT Ecosystem: Generates $250 
billion annually, employs 6 million.

Sources: Niti Aayog, Ibef, PIB, India 
AI Mission reports

THE NEXT FRONTIER 
IS AGENTIC AI

Autonomous systems 
capable of executing trades, 
rebalancing portfolios or 
optimising liquidity with 
minimal human intervention. 
As finance becomes 
increasingly autonomous, 
explainability, data integrity 
and governance will 
determine whether 
innovation translates into 
enduring trust.

INDIA'S UNIQUE 
APPROACH TO 
HARNESS THE POWER 
OF AI FOR HER 
PEOPLE'S PROGRESS 
SHINES LIGHT ON 
THE EGALITARIAN 
APPROACH THE 
NATION HAS

THE FUTURE OF CYBERSECURITY WILL NOT BE DETERMINED SOLELY 
BY WHO BUILDS THE MOST POWERFUL ALGORITHMS, BUT BY WHO 
BUILDS THE MOST TRUSTED SYSTEMS. TRUST, TRANSPARENCY AND 

RESILIENCE ARE BECOMING STRATEGIC ASSETS 

BATTLE OF
INTELLIGENT
MACHINES
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By integrating AI into 
secure-by-design architectures 

and establishing frameworks for 
responsible AI governance, India 
can play a major role in not only 

building resilient but also 
scalable cybersecurity solutions 
that address emerging threats 
worldwide, shaping the next 

generation of AI-driven security.

Daisy Chittilapilly 
President, Cisco India and 

South Asia

Everyone's racing to train bigger 
models. Nobody's asking where 

they'll actually run them. That gap? 
That's India's opportunity and our 

obsession

Senthil Kumar R 
CEO, Technavious

FINTECH AND DIGITAL TRUST
Finance has become one of the most 
consequential testing grounds for AI’s promise 
and its risks. From credit assessment to fraud 
detection, artificial intelligence is restructuring how financial 
institutions evaluate risk, extend access and safeguard 
transactions. At the same time, cybersecurity challenges in 
fintech have grown more complex, making digital trust central 
to financial innovation.
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In the early 1980s, physicist Rich-
ard Feynman posed a deceptive-
ly simple question: what if com-

puters themselves followed the 
rules of quantum mechanics? Clas-
sical machines, he argued, would 
always struggle to simulate nature 
at its most fundamental level. That 
idea, once confined to chalkboards 
and academic debate, laid the foun-
dation for quantum computing, 
built on principles such as super-
position and entanglement.

Four decades later, that thought 
experiment has collided with an-
other transformative force: artificial 
intelligence. Together, they are 
shaping what many now call Quan-
tum AI, the next frontier in comput-
ing. And make no mistake, India is 
no longer watching this shift from 
the sidelines.

A MISSION WITH AMBITION
India’s clearest statement of intent 
came with the launch of the Na-
tional Quantum Mission (NQM) in 
April 2023. With an outlay of Rs 
6,003.65 crore spread across eight 
years, the mission aims to develop 
intermediate-scale quantum com-
puters, secure quantum communi-
cation networks, advanced sensing 
systems, and the materials needed 
to make them viable.

“The mission is designed to seed, 
nurture and scale scientific and in-
dustrial R&D, and create a vibrant 

and innovative ecosystem in quan-
tum technologies. The targets are 
bold: quantum processors with 50 
to 1,000 physical qubits, satel-
lite-based quantum communica-
tions over 2,000 km, inter-city 
quantum key distribution, and 
atomic clocks for ultra-precise nav-
igation and timing,” says J B V Red-
dy, scientist-F and head of the 
Quantum Technology Cell at the 
Ministry of Science and Technology.

WHY AI CHANGES THE 
QUANTUM EQUATION
This is where AI shifts from being a 
parallel technology to a force mul-
tiplier. “The future belongs to hy-
brid CPU–GPU–QPU architectures, 
unlocking computational power 
that neither classical nor quantum 
systems can deliver on their own,” 
says Sridhar CV, mission director of 
the AP State Quantum Mission. 

He explains that the relationship 
is deeply symbiotic: quantum sys-
tems can accelerate AI through 
exponential speed-ups in optimis-
ation and simulation, while AI 
helps quantum systems by im-
proving qubit control, error cor-
rection, and circuit design. 
What once sounded theo-
retical is now edging 
closer to engineering 
reality.

CITIES AS 
CATALYSTS, 
NOT JUST 
LOCATIONS
Equally significant is the geo-
graphic reshaping of India’s quan-
tum ambitions. Bengaluru contin-
ues to anchor foundational re-

search, while Hyderabad has 
emerged as a systems hub with the 
TCS–IBM quantum collaboration. 
Delhi, through C-DOT, is focusing 
on quantum communications.

Newer hubs are also stepping 
forward. Amaravati, through its 
Quantum Valley initiative, is posi-
tioning itself as a full-stack ecosys-
tem, bringing together academia, 
global technology firms, and state-
backed infrastructure. Mumbai, 
and Chennai are seeing rising in-
terest from Global Capability Cen-
tres and startups focused on quan-
tum software, cryptography, and 
sensing.

Over 55,000 students have en-
rolled in quantum courses through 
initiatives like IIT Madras–IBM pro-
grammes, and Andhra Pradesh 
plans to introduce quantum con-
c e p t s  i n t o school  curr icu la 
from 2026. The hope is to 

create a pipeline that blends theo-
ry with industry readiness.

ARCHITECTURE HITS LIMITS
As AI moves from pilots to mass 
deployment, the real bottleneck is 
no longer algorithms but compute 
architecture. Pradip Thaker, country 
head and VP (engineering) at 
d-Matrix, cautions that generative
inference-heavy AI workloads are
pushing traditional architectures to
their limits.

Data movement across tradi-
tional architectures drives up pow-
er consumption and latency, mak-
ing Data Center deployments un-
sustainable on account of energy 
efficiency. While best and latest 
architectural innovations offer 
short-term relief, they remain 
stopgaps. 

“Quantum AI, built on qubits in-
stead of binary bits, introduces a 
fundamentally different model, 
enabling exponentially higher data 
processing with fewer resources. 
As AI scales, quantum architectures 
may soon become essential to sus-
tain performance, security, and 
energy efficiency,” Thaker suggests.

VISION BEYOND 
THE MACHINES
At its core, India’s Quantum–AI 
journey is as much about vision as 
it is about technology.

“It’s not just about technology; 
it’s about vision to make it work,” 
says Sanjay Chittore, founder and 
CEO of Quantum AI Global. Without 
that vision, quantum remains in 
labs, AI stays in data centres, and 
research never reaches society, he 

warns. Vision is what turns equa-
tions into infrastructure, 

models into markets, and 
algorithms into ad-

vantage.
India is still ear-
ly in this race. 
But as the lines 

between quantum 
science and AI engineer-

ing blur, the country has a rare 
chance to move beyond ser-
vices-led IT, and define its place in 
the deep-tech world taking shape.

INDIA’S QUANTUM 
–AI MOMENT

NUMBERS BEHIND 
INDIA’S QUANTUM PUSH

 India has released a national
roadmap to become a top three
global quantum power by 2035

 India quantum computing
market: USD 113 million (2025) to
USD 1.235 billion by 2035

 10 globally competitive
quantum startups generating
over $100 million each by 2035

 Four Thematic Hubs (T-Hubs)
have been established under NQM
focusing on quantum computing,
sensing, communication

 India’s 1st Quantum Valley in
Amaravati is expected to become a
central hub linking 43 institutions
across 17 states

THE NEXT TECHNOLOGY 
LEAP FOR INDIA WILL 
BE THROUGH THE 
CONVERGENCE OF TWO 
POWERFUL FORCES: 
QUANTUM 
COMPUTING 
AND ARTIFICIAL 
INTELLIGENCE

 Sarah.John
@timesofindia.com

As artificial intelligence systems expand 
at a rapid pace, a critical question 
arises for India: will AI deepen existing 

inequalities, or help bridge them? There is 
growing consensus that access to AI cannot 
remain confined to English-speaking, urban 
users and that India must move from con-
suming global AI to building responsible, 
inclusive systems of its own. Language lies 
at the centre of that ambition.

“The Government of India is taking sig-
nificant steps to accelerate AI adoption,” 
says Dr Arvin Subramanian, an AI expert 
and consultant. He points to IndiaAI, an 
initiative of the Ministry of Electronics and 
Information Technology, which provides 
subsidised access to GPUs (Graphic Pro-
cessing Units) to startups and researchers 
to build foundational models domestical-
ly, along with high-quality datasets. As 
large language models are primarily 
trained on English text, they often struggle 
with queries in regional languages. 

WIDENING THE BASE
To make AI and internet-based information 
accessible to non-English speakers, the gov-
ernment of India launched BHASHINI, a 
multi-lingual translation platform, building 
Indian-language datasets and enabling cit-
izens to contribute regional-language data 
of their own, adds Dr Subramaniam. Such 
efforts could make AI tools more accurate 
and accessible in Hindi, Marathi, Tamil, Telu-
gu and other regional languages, bringing 

advanced technology within reach of native 
speakers who have hitherto been excluded.

Gayatri Nair Lobo is CEO of Educate Girls, 
an NGO focused on ensuring that girls are 
enrolled in school and continue learning, 
whether through formal classrooms or via 
open schooling systems. “In the regions we 
work in, English really isn’t the language 
seen in business, government and other 
services. It used to be a discriminator when 
it came to tech but not any more. However, 
only about 30 percent of our learners have 
access to their own device. And it’s not just 
an issue of getting phones to donate to 
them. Only male members of the families 
are allowed to have phones.” 

Lobo shares that although AI is not part 
of the formal curriculum, learners in the 
Pragati or ‘second chance’ programme are 
introduced to essential digital tools such 
as online maps, video sharing platforms, 
and AI tools.

THE LINGUISTIC COST
Language inclusion also has economic im-
plications. Vijay Rajagopal, country head for 
BFSI, fintech and GTM at AWS, explains, 
“Across India, one of the persistent challeng-
es with underbanked or new-to-bank cus-
tomers is that their data is sparse, unstruc-
tured and fragmented.” In such contexts, AI 
can interpret alternate and varied data points 
to generate a proxy credit score that serves 
as a reasonably strong indicator of repayment 
capacity. “This has meaningful implications 
on the underwriting side,” Rajagopal says.

The opportunity, however, extends beyond 
credit risk assessment. As debate intensifies 
around native-language access in technolo-
gy, Rajagopal points to the role AI can play 
in customer engagement. “AI can interact 
with customers in their native languages,” 
he notes. “A GenAI-powered voice bot can 
deliver hyper-personalised interactions at 
scale, understand customer requirements 
real time and generate solutions on the fly.”

The future of AI in India will depend not 
only on adoption, but on participation. As 
the November 2025 AI Diffusion Report says, 
“AI remains inaccessible when people can-
not engage with it in their own language.”

MIND YOUR 
LANGUAGE, AI
FOR AI TO BE IMPACTFUL 
IN INDIA, IT MUST ALIGN 
WITH THE COUNTRY’S 
LINGUISTIC, CULTURAL, 
AND ECONOMIC REALITIES, 
REACHING BEYOND ITS 
CURRENT USER BASE OF 
URBAN ENGLISH-SPEAKERS

WHEN AI LEARNS A NEW 
LANGUAGE THE WHOLE 
WORLD BENEFITS

While the language divide remains a 
challenge, it is also one of AI’s greatest 
opportunities. Large language models 
(LLMs) now make it possible to build 
high-quality translation systems, and 
even train new models, with far less 
data than before. Because LLMs learn 
shared semantic representations, 
knowledge gained in one language can 
benefit another, a phenomenon known 
as cross-lingual transfer. In this sense, 
bridging the language gap is not just a 
technical task, but a chance to ensure AI 
truly serves all of humanity, in every 
language.

- An extract from the AI Diffusion Report
by the Microsoft AI Economy Institute,
November 2025
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For decades, India has been a 
preferred destination for 
global medical tourism. Now, 

it isn't merely for its traditional 
knowledge or affordable treat-
ments, but also for its fast adop-
tion of modern technologies like 
artificial intelligence (AI).  Ac-
cording to The Clinician of the 
Future 2025 report, Indian clini-
cians using AI surged from 12 per 
cent to 41 per cent in just one 
year (2024 to 2025-26), beating 
the US (36 per cent) and the UK 
(34 per cent). Meanwhile, the 
Ayushman Bharat Digital Mission 
(ABDM) has linked over 67 crore 
health records till Aug 2025, en-
abling AI to work on longitudinal 
data. From diagnosis and detec-
tion to prediction and new life 
creation, Indian healthcare is 
leading with AI.

BREAKTHROUGH IN 
CRITICAL ILLNESS CARE  
AI in healthcare is changing how 
India detects and treats life-threat-
ening illnesses like cancer and 
heart disease. "Radiology diag-
nostic turnaround time has 
dropped by 46 per cent as clini-
cians use smart AI technologies 
to analyse EHRs, MRIs, CT scans, 
and X-rays in minutes.  AI-pow-
ered tele-cardiology improves ICU 
monitoring, enabling doctors to 
detect atrial fibrillation before it 
worsens. Patients get faster diag-
nosis and improved recovery 
odds," articulates Surjeet Thakur, 
CEO and founder of TrioTree.   

India's health-AI market is pro-
jected to reach nearly $8 billion 
by 2030. "It is supported by ini-
tiatives like the IndiaAI Mission's 

CATCH Grant Program, backed by 
the  National Cancer Grid to sup-
port AI Innovations in cancer 
screening, diagnosis, and treat-
ment. The increased collaboration 
between AI and medical expertise 
is enhancing non-communicable 
illness detection and treatment," 
Thakur informs.   

DIAGNOSING 
WITH PRECISION  
Santhanakrishnan Ramabadran, 
head of Analytics Consulting at 
Tiger Analytics, notes that, AI is 
transforming India's healthcare 
foundation into a global innova-
tion hub. "AI's impact is strongest 
in diagnostics and imaging. From 
AI-powered retinopathy screen-
ing reaching rural clinics to com-
puter vision models detecting TB 
and cancer, it is resulting in a 
high degree of accuracy. In drug 
discovery, AI accelerates molec-
ular design, predicts promising 
compounds, and optimises clin-
ical trials."  

Anumeha Srivastava, chief busi-
ness officer at Qure.ai, focuses on 
a constant pain point. "Unequal 

access to specialists 
within the population 
has been a pressing 
challenge. By em-
bedding AI into ev-
eryday workflows 
such  a s  ches t 
X - rays  and CT
scans, one can flag 
critical findings early. 
This has shown meaningful im-
pact in diseases like tuberculosis,
lung cancer and stroke, where
delays in diagnosis lead to poorer
outcomes."

The next phase of AI in diag-
nostics will focus on utilising AI 
to find the right patient and the 
right time. "Using indicators like 
X-rays to identify high-risk nod-
ules for early lung cancer diagno-
sis is already happening. AI will 
be used to prioritise cases, aid in 
triage, and detect early warning 
signs by integrating imaging data 
with clinical context." predicts 
Srivastava.   

Ramabadran highlights the 
commercial side. With 68 per 
cent of healthcare providers and 
82 per cent of pharma organisa-

tions using AI, the market was 
projected to reach USD 1.6 bil-
lion by 2025.   

CREATING NEW LIFE 
AI has been instrumental not just 
in curing existing life but also in 
bringing new life to this world. At 
a crucial juncture, when India's 
Total Fertility Rate (TFR) is below 
replacement level at approxi-
mately 1.9, technology offers 
hope. Rishina Bansal, co-founder 
and Clinical Embryologist at Ar-
chish Fertility, explains, "AI-driven 
data analysis is used to assess 
embryo quality, predict implanta-
tion windows and optimise stim-
ulation protocols based on indi-
vidual hormonal patterns."    

How does it help?  Bansal elu-
cidates, "This reduces guesswork 
and improves success rates. AI 
also supports lab-quality control, 
outcome tracking, and protocol 
refinement. It enables informed 
clinical decisions and results in 
an evidence-led, transparent 
treatment journey, tailored to 
each couple's fertility profile."     

BEYOND PHYSICAL HEALTH   
AI intervention isn't limited to 
physical health. Emotional well-
being has also adopted it. In 
2024, the government launched 
Tele-MANAS in India, and it uses 
AI-powered tools, including the 

"Asmi" chatbot, to 
offer 24/7, mul-

tilingual men-
ta l  hea l th 
s u p p o r t .  
But does it 
mean exclu-
sion of hu-

man connec-
tion? Vaamaa 

Baldota, founder 
and CEO, iDare, 

replies to it, 
"We believe 
and suggest 

AI not as a re-
placement for human care. Tech-
nology helps us identify patterns, 
understand emerging needs, im-
prove response systems, and 
make our support timelier and 
more accessible. We become pro-
active instead of reactive."   

Baldota further explains, "Every 
conversation, critical support or 
decision that impacts someone's 
life is led by trained human pro-
fessionals. AI helps us scale reach 
and sharpen systems, while our 
people hold the space."

AI ADOPTION IN THE INDIAN HEALTHCARE HAS RESULTED 
IN BRILLIANT OUTCOMES. FROM ACCURATE AND FASTER 
DIAGNOSIS, EARLY DETECTION OF LIFE-THREATENING 
DISEASES, TO BRINGING NEW LIFE, AI IS AT THE 
FOREFRONT OF INCREDIBLE SUCCESS STORIES  
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BETTER CARE AND CURE

India beats the west: Indian 
clinicians' AI adoption surged 
from 12 per cent to 41 per cent 
from 2024 to 2025-26, beating 
the US (36 per cent) and the UK 
(34 per cent).

Faster diagnosis: AI technology 
allows doctors to evaluate EHRs, 
MRIs, CT scans, and X-rays in 
minutes, reducing radiology's 
diagnostic turnaround time 
by 46%.

Mental health support: Indian 
government initiative Tele-
MANAS uses AI-powered tools, 
"Asmi" chatbot, to offer 24/7, 
multilingual mental health 
support.

AI can interact with customers in their native 
languages. A GenAI-powered voice bot can 

deliver hyper-personalised interactions at scale, 
understand customer requirements real time 

and generate solutions on the fly.

Vijay Rajagopal, Country Head for BFSI, 
Fintech and GTM, AWS



AI-ding 
job creation
INDIA’S AI STORY IS ONE OF 

SKILLING, SCALE AND A 
WORKFORCE PREPARING 

FOR THE FUTURE

With over six million professionals 
engaged across the tech and AI 
ecosystem, the country’s digital 

revolution is creating demand for skilled 
talent across sectors such as IT services, 
healthcare, finance, and governance. 

This expanding workforce is strength-
ened by India’s demographic advantage. 
Home to one of the youngest talent pools 
in the world, more than 65 per cent of 
India’s population is under 35, providing 
a vast reservoir of adaptable learners ready 
to engage with emerging technologies. 

Combined with a strong foundation in 
science, technology, 

engineering, and 
mathematics, 

this position 
enables In-
dia to 
leverage 
its human 
capital for 
the digital 
age.
A g lobal 

s tudy high-
lights that about 

81 per cent of em-
ployers are prioritising upskilling strate-
gies to ensure their workforce can effec-
tively work with AI and other digital tools. 

The government has launched multiple 
programmes to expand AI skills. The In-
diaAI Mission, backed by over Rs 10,300 
crore, aims to democratise AI education 
and build talent pipelines, including ini-
tiatives such as IndiaAI FutureSkills that 
support learning and research from un-
dergraduate to doctoral levels.

According to global assessments, India 
ranks among global leaders in AI skill 
penetration and talent concentration, 
with its base expected to more than dou-
ble by 2027, growing at around 15 per 
cent annually. 

Government estimates suggest that ac-
celerated AI adoption could add hundreds 
of billions of dollars to India’s GDP by 2035.

BHARAT'S AI RX: SMARTER 
CARE FOR EVERYONE

AI IMAGE


Quantum AI, built on qubits instead 

of binary bits, introduces a 
fundamentally different model, 

enabling exponentially higher data 
processing with fewer resources. 

As AI scales, quantum architectures 
may soon become essential to 
sustain performance, security, 

and energy efficiency

Pradip Thaker, Country Head 
and VP (engineering), d-Matrix
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ARTIFICIAL 
INTELLIGENCE IS 
RESHAPING THE WAY 
WE WORK AND HOW 
ORGANISATIONS 
OPERATE, CREATING 
NEW OPPORTUNITIES 
WHILE MAKING SOME 
ROLES REDUNDANT.
IN THIS EVOLVING 
LANDSCAPE, 
CONTINUOUS 
LEARNING AND 
UPSKILLING ARE 
ESSENTIAL TO THRIVE

 PriyaC.Nair
@timesofindia.com

AI is making its presence felt 
across sectors, bringing 
sweeping changes in how 

we live and work. From chatbots 
and navigation apps to diagnostic 
tools and fraud detection sys-
tems, AI is transforming both ev-
eryday experiences and business-
es. Organisations are increasingly 
using AI tools for customer sup-
port, troubleshooting, automating 
repetitive tasks such as data entry, 
compliance checks, and report 
generation, freeing up human 
talent for more strategic and val-
ue-driven work.

Sharing details on the impact of 
AI at workplaces, Raghav Gupta, 
founder and CEO, Futurense, says, 
“AI compresses work cycles across 
functions. Marketing teams can 
plan and test campaigns in days 
instead of weeks, operations 
teams can detect risks in real time, 
and support teams are resolving 
queries faster with AI copilots. AI 
is shifting organisations from in-
tuition-led decisions to evi-
dence-led decisions. Leaders can 
now simulate scenarios, test as-
sumptions, and take faster, da-
ta-backed calls with higher confi-
dence.” In the HR domain, “AI is 
enabling HR teams to work with 
greater speed, accuracy, and in-
sight, while keeping all final deci-
sions firmly human led. In recruit-
ment, it streamlines structured 
tasks such as screening, creating 
role descriptions, and matching 
profiles, allowing teams to focus 
on meaningful conversations and 
cultural fit. Across engagement 
and performance, AI-supported 
analysis helps in identifying 
emerging patterns and potential 
risks early, so we can intervene 
proactively,” adds Megha Goel, 
CHRO, Godrej Properties.

In the logistics sector, “It allows 
teams to shift focus from manual 
processes to strategic priorities 
like customer service and innova-
tion. For example, AI-powered 
route optimisation analyses re-
al-time data to cut delivery time-
lines significantly, while AI-driven 
inventory tools enhance ware-
house productivity by predicting 
demand and streamlining picking 
processes,” explains Zaiba Sarang, 
co-founder, iThink Logistics. 

THE TALENT SHIFT
AI is also transforming the job 
market, creating new roles 
and job opportunities. “About 
16 per cent of the world's AI 
talent originates from India, 
underscoring the country's 
leadership in AI skills penetra-
tion. As organisations increas-
ingly invest in AI, many are 
allocating substantial resourc-
es, up to $1 billion over the 
next three years, toward up-
skilling their workforce in AI 
and related technologies. In-
dian tech companies are re-
defining their service offerings 
to include AI-driven analytics 
and intelligent automation. 
This shift indicates that rather 
than merely displacing jobs, 
AI is facilitating the creation 
of new roles that require ad-
vanced skills and collabora-
tion with technology. As gen-
erative AI continues to trans-
form business operations and 
customer experiences, the 
potential for job creation in 
India remains strong,” ex-
plains Sunil Chemmankotil, 
country manager, Adecco In-
dia. Though AI disrupts roles 
that are repetitive or pro-
cess-heavy, as Gupta adds, 
“What is changing is the na-
ture of work. Routine execu-
tion is getting automated, 
while demand is rising for 
people who can define prob-
lems, interpret outputs, and 
own outcomes. The shift is 
from task-based roles to judg-
ment-based roles.”

NEW SKILLS FOR
THE AI ERA
With the changing workplace 
scenario, continuous learning, 
reskilling and upskilling are no 
longer optional. As experts say, 
professionals who do not 
adapt will fall behind. “The 
focus should be on three 
things: basic AI literacy, stron-
ger problem-solving and deci-
sion-making, and hands-on 
use of AI tools in daily work. 
Continuous, practical learning 
is now the only way to stay 
relevant,” shares Gupta. Going 
forward, the workplace will be 
increasingly hybrid, where hu-
mans and intelligent technol-
ogies work side by side.

In such a situation, “Devel-

oping irreplaceable human skills 
such as critical thinking, creative 
problem-solving, emotional intelli-
gence, and collaboration is crucial, 
as these areas complement AI's 
strengths and drive success in roles 
involving AI oversight, ethical deci-
sion-making, and customer-fo-
cused innovation. Hands-on exper-
imentation with everyday AI tools, 
like using predictive analytics apps 
for workflow optimisation or gen-

erative AI for report drafting, builds 
practical confidence and reveals 
immediate value in current jobs. 
Additionally, actively networking in 
industry communities, along with 
seeking mentorship from AI adopt-
ers, uncovers emerging opportuni-
ties and provides real-world guid-
ance. By taking these proactive 
steps, individuals cannot just sur-
vive but thrive in AI-augmented 
workplaces,” suggests Sarang. Ac-
cording to Abhineet Sharma, 
founder and director, RoboSpecies 
Technologies Pvt Ltd, “Future work-
places will require people who can 
work alongside AI, validate its out-
puts, and apply human judgment 
where machines fall short. This 

makes prob-
lem-solving, 

interdisciplin-
ary thinking, 

and continuous 
learning more 

valuable than 
memorisation or 

static technical skills.”
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Artificial intelligence today is not 
merely a visible technological tool 
we consciously use but a layer 

deeply embedded in everyday life – so 
naturalised and normalised that it often 
escapes notice. When AI was visible, the 
question was adoption. Now that it is 
already accepted and embedded, the 
question is agency.

FROM CONTROL TO CHOICE
Ethics in AI cannot be 
perceived as a philo-
sophical construct alone 
but as a solid infrastruc-
ture that enables the 
advancement of AI’s po-
tential. For the users, it 
means cognitive free-
dom and the ability to 
choose, and this free-
dom is inseparable from 
privacy.

“AI may affect the cog-
nitive capacity of digital 
natives more than social 
media, raising deeper 
concerns about long-
term human judgment,” 
observes Surya Kiran, 
assistant professor, Christ 
University. The question 
is whether human inten-
tionality – the right to think, decide, and 
dissent is retained in the AI ecosystem.

WHY INDIA NEEDS ITS
OWN FRAMEWORK?
India’s linguistic diversity, social stratifi-
cation, and uneven digital access de-
mand more than a wholesale adoption 
of global AI ethics frameworks. Accord-
ing to policy analyst Amal Chandra, while 
international principles offer valuable 
baselines, India requires a contextual 
ethical framework that addresses multi-
lingual bias, exclusion risks and data 
asymmetries. “Ethical AI in India must 
therefore be grounded in constitutional 
values such as equity, dignity, and inclu-
sion, while remaining interoperable with 
global norms rather than detached from 
them,” he adds.

ETHICS-BY-DESIGN, 
NOT POST-HOC 
COMPLIANCE
India’s AI oversight de-
pends largely on 
advisory princi-
ples and sec-
toral rules rather 
than enforceable 
mandates. Experts 
opine that a purely 
regulatory or corrective 
approach is unrealistic at 
the scale of billions of users, 
as harms can propagate 
faster than legal or institu-
tional responses.

“Ethics must be embedded 
upstream—at the design, data, 
and deployment  s tages—
through human-centred design, 

representative datasets, impact assess-
ments, and internal governance mech-
anisms within AI-building institutions. 
Regulation should thus function as a 
backstop, while ethical responsibility is 
operationalised through ethics-by-de-
sign rather than post-hoc compliance,” 
adds Chandra.

BUILDING WITH ETHICS,
NOT AROUND IT
Securing the data, models, and AI-driv-
en decisions that power the systems 
helps prevent misuse, manipulation, 

and unintended out-
comes. “By embedding 
security, privacy, and resil-
ience into the AI lifecycle 
from the outset, organisa-
tions can ensure that AI 
behaves as intended and 
earns confidence from us-
ers and stakeholders,” 
notes Vivek Srivastava, 
country manager – India 
and SAARC, Fortinet.

SECURITY BY DESIGN
AS AN ETHICAL 
IMPERATIVE
In practice, many of AI’s 
ethical questions, around 
agency, accountability, and 
trust, surface most sharply 
in cybersecurity and data 
protection systems. The 

challenge is no longer just technical ex-
cellence; it is the ethical calibration of 
these systems. “The ecosystem demands 
an ethical “security by design” approach 
built on three pillars – privacy, propor-
tionality and accountability,” observes 
Neehar Pathare, MD, CEO and CIO, 
63SATS Cybertech.

“First, data minimisation and anony-
misation enable the detection of attack 
patterns without compromising privacy. 
Second, proportionality ensures that 
security responses do not outweigh the 
harm prevented. Finally, accountability 
requires moving away from black-box 
models toward explainable AI (XAI), 
where autonomous decisions leave a 
clear audit trail for human oversight,” 
he explains.

EMBEDDING ETHICS IN PRACTICE
As AI systems become integrated in 

routine governance, 
welfare delivery, and 
e c o n o m i c  d e c i -
sion-making, experts 

warn that neglecting 
foundational questions 
of design, accountability, 

and human agency may 
be more consequential 
than episodic misuse of 
AI. Embedding ethical 
safeguards as core de-
sign guardrails is there-
fore essential. When 
ethics is treated not as 
a constraint but as an 

enabler of trust and 
scale, AI can advance de-

velopment objectives without 
deepening inequality.

Ethics as infrastructure,
not just an ideology

ETHICS IS NO LONGER ABOUT WHETHER TO USE AI OR NOT 
BUT ABOUT HOW IT BEHAVES ONCE INTEGRATED

AI-Powered
Workplace Reset
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AI is now a key agenda in 

boardrooms, reshaping work, 
market strategies, and customer 

interactions. AI has progressed from 
simple chatbots to complex, context-

aware agents. Autonomous AI 
agents can perform end-to-end tasks 

like human employees. Indian 
companies are experimenting with 

AI, focusing on task automation and 
goal-oriented programmes. Startups 

in India are developing AI-based 
products and services. AI security is 

crucial and ensuring AI agents 
produce desired outputs without 
errors is critical for businesses.

Manish Mimani
Founder and CEO, Protectt.ai

The ecosystem demands an 
ethical ‘security by design’ 

approach built on three pillars – 
privacy, proportionality and 

accountability.

Neehar Pathare
MD, CEO & CIO, 63SATS

Cybertech
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India's AI market is expected to exceed $17 billion 
by 2027, with a projected CAGR of 25-35%. Growth is

fueled by increased enterprise adoption, substantial investments

in data and generative AI, and a large, skilled workforce.

With over 420,000 AI professionals, expected to 
increase to 1.25 million by 2027, India is establishing

itself as a leading global hub for AI.
Nasscom–BCG Report
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